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FRAUD STATS
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$5.8 70% 2.8 million $2.3 Less than

pillion in  Increase Y™™ pillionin TP
reported _ fraud {
fraud from fraudto  IMPOSIOr  cases are =

losses 2020 the FTC scams  prosecuted=—




HOW DOES FRAUD WORK?

The most common
fraud schemes prey on
common human traits







MOST COMMON SCAM

Imposter

| T

Romance Authority Helper




ROMANCE SCAMS

*Frequently use dating and
soclal media websites

*Create elaborate stories

*Relationships can last for
extreme periods of time
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ROMANCE SCAMS

* Long distance only relationship

» Unusual story for why the scammer is where
they are or their occupation

» Talking about big changes like moving, selling
home, fortunes

* New banking activity like foreign wires,
Investments, and loan repayment




AUTHORITY SCAMS

*Law enforcement impersonation
*Legal trouble - lawsuit

*Tax trouble

*Bank employee




ol BASE ¥ 12:50 AM

(214) 377-

Text Message
Yesterday 8:50 PM

Voice Mail to Text: IRS is filing a
lawsuit against you and arrest

warrant has been issued under
your name to get more
iInformation about this case file
from federal database. Call us
back immediately on our
department number

214-377- | repeat it's
214-377- . Thank you.




AUTHORITY SCAMS

*Distraught and(or) upset
*Rapidly trying to gather funds
*Large gift card purchases




TECH SUPPORT SCAMS

* Impersonate large tech company
» Gain remote access to your PC

* Initiate a fake refund

* Demand repayment — usually gift cards
- Can be very sophisticated







TECH SUPPORT SCAMS

* Impersonate large tech company
» Gain remote access to your PC

* Initiate a fake refund

* Demand repayment — usually gift cards




AVOIDING SCAMS

» Be cynical of any unsolicited contact
* Never provide logins or passwords

» Take your time

- Utilize available resources

* Hang up!




I’VE BEEN SCAMMED

* End contact with the scammer — you will not
get your money back

* [dentify what has been compromised

* Notify your financial institution(s)

* Make a report to the non-emergency line
- Make a reportto the FTC
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IDENTITY
THEFT
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(1) No person may knowingly obtain,
possess, use, or transfer a means of
identification or financial information of
another person, living or dead, with the
intent to commit, or to aid or abet, any
crime. - RCW 9.35.020
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Number of Compromises in 2021

1,862 compromises 293,927,708 victims

1,789 54 7 12

Data Breaches Data Exposures Data Leaks Unknown
Compromises

) 189,532,878 victims ) 104,392,275 victims ) 1,823,449,287 victims* ) 2,555 individuals impacted

3 6,993,145,763 5)11,659,060,239
FF-P‘.C IDENTITY THEFT total records exposed total records exposed

RESOURCE CENTER
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STEPS TO TAKE

» Make sure your contact information Is current
with your financial institutions and state |D

» Build a routine for monitoring accounts/credit
» Use Multi-Factor Authentication (MFA)
» Be familiar with managing your accounts



STEPS TO TAKE

» Sandbox your critical accounts
» Avoid linking multiple accounts together
* Only shop at reputable merchants

* Know how to freeze credit

» Contact trusted parties for advice




THINGS TO CONSIDER

* Power of Attorney

* Peer to Peer Payments

* Friendly fraud

* If it's too good to be true...
* Trust the people not asking for your money
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Questions?



Thank You
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