
Think before you click! 
Scams and Fraud



In this class you will learn...

•What is social engineering.

•How to identify and respond to phishing scams.



Discussion

• What is social engineering?

• What is phishing?



Vocabulary

Social engineering - the process of attempting to trick 
someone into revealing information (e.g., a password).

Phishing - A digital form of social engineering that 
uses authentic-looking—but bogus—e-mails to 
request information from users or direct them to a fake Web 
site that requests information.





Example #1



Example #2



Example #2



Phishing Quiz

https://phishingquiz.withgoogle.com/



What to do if you think you've been phished

• Write down as many details of the attack as you can recall. Try to 
note any information such as usernames, account numbers, or 
passwords you may have shared.

• Immediately change the passwords on those affected accounts, and 
anywhere else that you might use the same password. 

• Confirm that you have multifactor authentication turned on.

• If you shared information about your credit cards or bank accounts 
you may want to contact those companies as well to alert them to 
possible fraud.

• If you've lost money, or been the victim of identity theft, report it to 
local law enforcement.



Review #1

Which are red flags of a suspicious email?

1. It is from a sender you do not know.
2. It contains poor spelling and/or grammar.
3. It has a sense of urgency.
4. They want sensitive information like my credit card number.
5. All of the above.



Review #2

Which of the following should you do if you receive a suspicious 
email?

1. Click on the first link I see.
2. Download the attachment.
3. Delete the email.
4. Contact the company or friend to confirm they sent the email.



Next class

Security Updates and Antivirus

Date: Friday, September 29
Time: 2:30 – 4:00 pm

We'll talk about running updates and look at antivirus software.


