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Cybersecurity 101

Protect your computer Anfivirus and Updates
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What operatfing system do you use?

What is malwaree¢

Why Is anfivirus software importante

Why is important to keep our software up-to-date?e



History of Computer
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2005 Combining 2013 Crypto
of Worms, Lockeran
1989 First Backdoorsand modern
1971 First Proof Ransomware botnetsin the Ransomware
of concept virus 1986 First PC called AIDS 1994 Warez Mytob/Zotob with
calledCreeper virus Brain trojan Phishing attacks malware cryptocurrency
1982 First Mac 1988 the Morris 1992 1999/2000 First 2005 Spyware 2016 loT botnet
Virus called Elk Worm Michelangelo Botnet and hijacked arrives
Cloner boot sector virus searchresults

https://www.fortinet.com/blog/threat-research/evolution-of-malware



https://www.fortinet.com/blog/threat-research/evolution-of-malware
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A virus cannot replicate without human interaction, whether clicking a link,
opening an attachment, launching an application, or downloading a file.

A worm does not require human interaction and can replicate on its own,
tunnel deep into systems, and move between devices.

Malware is a generic term that encapsulates all threats—viruses, worms,
botnets, ransomware, etc.—anything malicious that is software-related.



https://www.fortinet.com/resources/cyberglossary/malware?utm_source=blog&utm_campaign=malware
https://www.fortinet.com/blog/industry-trends/protecting-against-evolving-ransomware-attack-trends?utm_source=blog&utm_campaign=ransomware
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« Anfivirusis software that is designed to detect, protect against, and remove
malware on a computer or mobile device. Originally, it was created o
protect against computer viruses, but now it's more of a general term to
describe software that uses a combination of advanced technologies to
protect against a variety of threats, including ransomware, spyware, and
even never-before-seen zero day attacks.

« Early antivirus programs would compare software file signatures against a list
of known viruses 1o see if they matched, and if so, block them. Today,
cybersecurity companies like Malwarebytes employ several different
methods to detect, block, or remove malware from a device.

https://www.malwarebytes.com/antivirus



https://www.malwarebytes.com/ransomware
https://www.malwarebytes.com/zero-day
https://www.malwarebytes.com/antivirus
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Malware is overwhelmingly spread via email. By some counts, 94 percent of it is delivered by
email. Still, cybercriminals harness many methods to pull off a malware attack. These are
just some of their common tactics, some being combinations of one another.

Man-in-the-browser attacks
Exploiting security vulnerabilities
Exploit kits

Drive-by downloads
- Social engineering
https://us.norton.com/blog/malware/types-of-malware



https://www.verizon.com/business/resources/reports/2019-data-breach-investigations-report.pdf
https://us.norton.com/blog/emerging-threats/malware
https://us.norton.com/blog/malware/types-of-malware
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Cars Home & Garden Appliances Electronics Babies Deals More +

Electronics & Computers / Computers & Intemet / Antivirus Softwore /

Antivirus Software

Overview Ratings Recommended Buying Guide
[ Type ~ } [ Categories ~ ] Price Brands ~ Best For ~ Features & Specs Sort ~
(I3 VIEW COMPARE © CR RECOMMENDED
Change how you view our
ratings & reliability. OK
& RATINGS sPECS B
TEST RESULTS
&> areRT
@ CR RECOMMENDED OVERALL S5CORE
@ laspersky  Kaspersky Security Cloud
Free
_ . G 4. 5. 4. 5., 4,
N N
o CR RECOMMENDED OVERALL SCORE
@ Avast Free Antivirus
—0 5, 5 5 4, 4,

- Shop




Antivirus for mobile
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Can Android devices get viruses?

Android devices are susceptible to all kinds of malware. Phishing, ransomware, Trojans, spyware,
dangerous apps--there's a plethora of threats that can infect Android devices.

https://www.malwarebytes.com/android-antivirus

https://vwwwv. pcmag.com/picks/the-best-android-antivirus-apps
https://www.mcafee.com/en-us/antivirus/mobile.htm
https://www.pcworld.com/article/694614/best-free-antivirus-for-android.htm

Can iPhones get viruses?

Al’rho_g h Apple has designeditsiOS system to be pretty untouchable, it’s still possible to get a virus on
your iPhone.

The biggest way thiscan happenis jrhroug[h something called “jailbreaking,” which is when you bypass
the restrictions on the Apple operating system. You might do this to gain more control overyour
device, downloading any apps or programs from anywhere on the internet. It basically letsyou do
whatever you want with youriPhone.

hitps:.//www.mcafee.com/learn/does-an-iphone-need-antivirus-software/



https://www.malwarebytes.com/android-antivirus
https://www.pcmag.com/picks/the-best-android-antivirus-apps
https://www.mcafee.com/en-us/antivirus/mobile.html
https://www.pcworld.com/article/694614/best-free-antivirus-for-android.html
https://www.mcafee.com/learn/does-an-iphone-need-antivirus-software/
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While installing anfti-virus software is one of the easiest and most effective
ways to protect your computer, it has its limitafions.

Because it relies on signatures, anti-virus software can only detect
malware that has known characteristics.

It is important to keep these signatures up-to-date. You will sfill be
susceptible to malware that circulates before the anti-virus vendors add
their signatures, so continue to take other safety precautions as well.

hitps://www.cisa.gov/news-events/news/understanding-anti-virus-software



https://www.cisa.gov/news-events/news/understanding-anti-virus-software
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computer or devices

« Updates help patch security flaws

« Software updates help protect your data
« Software updates help protect others

« Software updates may add new features

hT’rJPs:h//us.norTon.com/bloq/how—’ro/’rhe—imDor’rance—of—qeneral—sof’rwcre—uDdGTes—ond—
pafches



https://us.norton.com/blog/how-to/the-importance-of-general-software-updates-and-patches
https://us.norton.com/blog/how-to/the-importance-of-general-software-updates-and-patches
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* Anfivirus software
« Operatfing system software (Windows, MacQOs, I10S, Android)

« Third-party software (i.e. Microsoft Office, Zoom, Adobe
Acrobat, etc.)

pdates can be found under Seftings, System Preferences, or
e

U
Help.



Jamie Pena
jpena@jclibrary.local

Find a setting
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System

Bluetooth & devices
Network & internet
Personalization
Apps

Accounts

Time & language
Gaming
Accessibility

Privacy & security

Windows Update

Windows Update

m You're up to date
u Last checked: Today, 8:08 AM Check for updates

@ 2023-09 Cumulative Update Preview for Windows 11 Version 22H2 for x64-based Systems (KB5030310) is available. Download & install X

More options

(l

00

Get the latest updates as soon as they're available

Be among the first to get the latest non-security updates, fixes, and improvements as they roll out. Learn more Of: (Sis
Pause updates Pause for Tweek  ~

Update history >
Advanced options N

Delivery optimization, optional updates, active hours, other update settings

For Microsoft Windows Updates:

Go to Settings — Windows Update — Check for Updates.

Note: under Advanced Options, select Receive updates for other Microsoft products.

httos://tinvurl.com/JCLMSUbdates


https://tinyurl.com/JCLMSUpdates

® 00O System Preferences

[<l>J[ Done | Q

Personal
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L I B R A R Y General Desktop & Mission Language Security Spotlight  Notifications
Screen Saver Control & Text & Privacy
DISTRICT
Hardware
v - vy B s ‘ _

For Appl ela pTOpS andcom pUTerS i CDs & DVDs Displays Energy Keyboard Trackpad Print & Scan Sound

Saver

Updates can be found under System  internet & Wireless

Preferences. — _—
&, @ & Oy &

iCloud Mail, Contact Network Bluetooth Sharing
Note: Updates are smallerupdates t 8 Cerdars

the current OS. Upgrades are newer
ac System
(@ ® .

U
versions of the MacOS.
f l—t (28] »
https://support.apple.com/en- g?] '.X} \pE .& |

US HT ] -| Users & Parental Date & Time Software Dictation Time Machine Accessibility Startup Disk
Groups Controls Update & Speech

Other

& B, = Oy

KeyRemap4 PCKeyboard Perian SynergyKM
MacBook Hack



https://support.apple.com/en-us/HT201541
https://support.apple.com/en-us/HT201541

9:47 Fri,Sep29 A @ 7/ = 78%m

< Software update Q
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Auto download over Wi-Fi Q

Download software updates automatically when connected to a Wi-Fi network.

Android updates:
« Open your device's Settings app.

Last update
° Tap System and then System upda’te The last update was installed on February 3, 2023 at 9:01 AM.
« You'll find your update status. Follow any
steps on the screen.

https://support.google.com/android/answer/76804397?hl=en



https://support.google.com/android/answer/7680439?hl=en

< General Software Update

IDevice Updates

Automatic Updates On

m i0S 16.7
© Apple Inc.
j 358.1 MB
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This update provides important bug fixes

Updqi‘e your iPhone or qud: ?:rdalslej:erg updates and is recommended
. For information on the security content of
] GO TO Seﬂ'lngs — Generql - SOﬂ'Wdre Apglgtsoftware updates, please visit this
website:
Update' https://support.apple.com/kb/HT201222

2.If you see more than one software

update option available, choose the one
that you want to install.

Download and Install

3.Tap Install Now or Download and Install.

ALSO AVAILABLE

hitps://support.apple.com/en- 7
us/HT204204 '

Upgrade to iOS 17



https://support.apple.com/en-us/HT204204
https://support.apple.com/en-us/HT204204
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update via the Microsoft Windows Store.
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Non-Microsoft applications will need to
be

updated individually.

Updates can usually be found under Help.

Library

Updates & downloads (5)

a Mixed Reality Portal
- Microsoft Corporation

Xbox Game Bar Plugin

Microsoft Corporation

Simple Solitaire

Random Szlad Games LLC




Q Search

77 Discover

<> Arcade
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2* Develop

& Create

88 Categories

Mac App updates @ Updates

How to manually update apps on
your Mac

* Open the App Store.

* Inthe sidebar, click Updates.

e Click Update next to anapp to
update only that app, or click
Update All.

. Danny Rico

Updates
Available

iMovie
o UPDATE
Aug 9, 2022

« Fixes an issue where video frames may be out of
order during playback or export more

N
< 11) ,lf,m,t,]err? UPDATE

- Improved performance when inserting rows and
columns in large tables more

GarageBand
Mar 14 2027 UPDATE

This update contains stability improvements and bug
fixes more

https://support.apple.com/quide/app-

store/update-apps-fireb01adda3/mac

Update All

* Keynote
G : ! P
Jun 21, 2022

- Add subtle movement and visual interest to your
presentation with dynamic backgrounds that moc more

' Pages
/ T 2. UPDATE

=

- Use mail merge to quickly create personalized
letters, cards, and envelopes for mulitiple recipie. more


https://support.apple.com/guide/app-store/update-apps-fir9b01adda3/mac
https://support.apple.com/guide/app-store/update-apps-fir9b01adda3/mac
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Android app updates: Google Play

This Photo by Unknown authoris licensed under CC
BY-SA.

« Open the Google Play Store app.
« At the top right, tap the profile icon.

« Tap Manage apps & device. Apps
with an update available are
labeled "Update available.”

 Tap Update.

https://suppori.google.com/googlepl
ay/answer/113412¢hl=en

10:26 Fri,Sep29 DM & -

é

Manage apps & device

Overview  Manage

©

i

(oD

yro

No harmful apps found
Play Protect scanned 35 minutes ago

Updates available
33 updates pending

Update all  See details

18 GB of 113 GB used

Sync apps to devices
No devices synced

Share apps Send

Ratings & reviews

= 714%m

Recei cm>


https://support.google.com/googleplay/answer/113412?hl=en
https://support.google.com/googleplay/answer/113412?hl=en
https://en.m.wikipedia.org/wiki/File:Google_Play_Store_badge_EN.svg
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
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Account Done
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2FA Authenticator
Update iPhone apps manually e (2FAS) CEUATE
2 Days Ago

Apps downloaded from the App Store are
automatically updated by default. But if there's
an issue, you can update an app manually.

We've introducing entirely new way of adding
services! We've also improved the behav more

@ oo o
« Open the App Store.

« Tap your profile icon at the top of the screen. _Th?ngs Torehogsing Chromel This version
INcluaes: more
« Scroll to see pending updates and release
notes. Tap Update next o an app or tap Google Docs: Sync,
Update All. a Edit, Share UPDATE

Sep 25, 2023

* Bug fixes and performance improveme: more

hitps://support.apple.com/en-us/HT202180



https://support.apple.com/en-us/HT202180
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Consumer Reports — search "Antivirus software". Free with your library
card.

CNET: https://www.cnet.com/tech/services-and-software/best-antivirus/

PCMag: https://www.pcmag.com/picks/the-best-antivirus-protection

Forbes: https://www.forbes.com/advisor/business/software/best-
antivirus-software/



https://www.cnet.com/tech/services-and-software/best-antivirus/
https://www.pcmag.com/picks/the-best-antivirus-protection
https://www.forbes.com/advisor/business/software/best-antivirus-software/
https://www.forbes.com/advisor/business/software/best-antivirus-software/
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Microsoft Windows (Desktop and laptop computers)
https://tinyurl.com/JCLMSUpdates

MacOS (Apple desktop and laptop computers)
https://support.apple.com/en-us/HT201541

Android (smartphones and tablets)
https://support.google.com/android/answer/7680439?hl=en

10S (iPhones, iPads)
https://support.apple.com/en-us/HT204204



https://tinyurl.com/JCLMSUpdates
https://support.apple.com/en-us/HT201541
https://support.google.com/android/answer/7680439?hl=en
https://support.apple.com/en-us/HT204204
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Microsoft Windows apps (Desktop and laptop computers)
hitps://tinyurl.com/JCLMSApps

MacOS apps (Apple desktop and laptop computers)
https://support.apple.com/guide/app-store/update-apps-fir9b01adda3/mac

Android apps (Smartphones and tablets)
https://support.google.com/googleplay/answer/113412?hi=en

iOS apps (iPhones, iPads)
https://support.apple.com/en-us/HT202180



https://tinyurl.com/JCLMSApps
https://support.apple.com/guide/app-store/update-apps-fir9b01adda3/mac
https://support.google.com/googleplay/answer/113412?hl=en
https://support.apple.com/en-us/HT202180
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Backing Up Your Data

Date: Friday, October 6
Time: 2:30-4:00 pm

We'll look at how to create backups—on
your computer and external devices.
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